
is not descriptive
The name in the “To” field

Email from Amerant Bank
will always include your name

or your email address

than the sender
Email domain is different

Email from Amerant Bank will always  
include @amerantbank.com 

The Reply To email address 
is different from the sender
Email from Amerant Bank  
will never request a reply to an email 
address that does not include 

@amerantbank.com
the official bank domain:

Message lacks description 
Email from Amerant Bank  
will always explain a situation or 
reason for a request

Tone of message 
is demanding
Email from Amerant Bank  
will never threaten to close an account. 
If for some reason Amerant Bank 
must close your account, 
there will always be an explanation 
and/or request to call (not email) 
the bank to get more detail.

Email from Amerant Bank will never
 request that you send personal information

 through email. This includes a social security number,
 cédula number, account number, password, user name

 or any other information that is unique to you.

Message lacks the 
formal use of punctuation
Email from Amerant Bank 
will always contain the formal use 
of punctuation and never use a double 
punctuation mark 

From:        Amerant Bank Help Center <drest@blu.ben.cn>

To:   Undisclosed recipients

Reply-To:  <customerservice@earthlink.com>

Subject:     Urgent Information Request. Respond Now   !!

Your account is in need of immediate attention.

Please provide the following information as soon as possible 

If You have an online account, we’ll also need to get from 
you your information.

Amerant Bank Customer Service

The tone of the message creates 
a critical sense of urgency

In the unlikely event that the Bank
needs to obtain information from you 

immediately, the Bank would send
you a notice in the mail, or call you.

 If the Bank did not receive a response, 
then you might receive an email.

Fraudulent email often 
intentionally includes

 misspelled words
 Individuals who are unaware

 of misspelled words are often easy
targets for hackers. Email from

 Amerant Bank will be free
of spelling errors.

Messages includes a link
Email from Amerant Bank will never

include a link to learn more about
your account

Email from Amerant Bank will 
usually include the name of an 

individual, department and/or 
additional contact information

Most email from Amerant Bank will include
  an email signature, plus a logo. 

There are times when an email signature will include text only. 
Amerant Bank
Amerant Bank, N.A

How To Determine if an Email Message 
that appears to be from Amerant Bank 
is a Phishing Attack

Click here to learn more about your account.

to prevent your account from being closed rite now. 

Social Security Number:

Online Banking User Name:
Online Banking Passcod:

Cyber hackers fabricate email messages in such a way that they appear to be coming from a trusted source.  
Commonly referred to as phishing, these messages aim to acquire bank account passwords, credit card 
information  and other personal information for the purpose of stealing your identity. The best way to protect 
yourself  from replying to fraudulent email messages is to educate yourself.  Here’s what to look for:




